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Let’s have a competition. Call it
«NIST Post-Quantum Cryptography Standardization»
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ANTRAG: Make Mitaka as secure as Falcon
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> €= H(m)
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> Return sig :=s.
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Sign(m, sk, y):

> €= H(m)

» Vv « DiscreteGaussianSampler(sk,, c)
) S:=C—V

> Return sig :=s.
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Hash-and-Sign over lattices

Sign(m, sk, y):

> ¢ := H(m)

» Vv « DiscreteGaussianSampler(sk,, c)
) SI=C—V

> Return sig :=s.

Remarks:

» Security : related to Close Vector Problem (CVP) hard to
solve without sk.

» Smaller DiscreteGaussianSampler(sk,-) : better security. &

— need sk of « good quality ».
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K =Z[X]/(X"+1) = Z™, n =512 and g is a prime
Small polynomials f,g € K
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NTRU lattices

K =Z[X]/(X"+1) = Z™, n =512 and g is a prime
Small polynomials f,g € K

Small F,G € K suchthat fG — gF = q

Large h :== f~1g mod g

Antry = {(u,v) € KX?|v = uh mod g}
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NTRU lattices

K =Z[X]/(X"+1) = Z™, n =512 and g is a prime
Small polynomials f,g € K

Small F,G € K suchthat fG — gF = q

large h := f"1gmod q

Antry = {(u,v) € KX?|v = uh mod g} fF
The secret key sk is the trapdoor. sk = (

NTRU Trapdoor generation
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Gaussian Distributions

* Gaussian Distribution Ng ¢ 4

* Discrete Gaussian Distribution on Z: Dy . DS ERLEEEE

* Discrete Gaussian Distribution on Ring R: Dy ¢ 4
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KGPV sampler Hybrid sampler
Quadratic Quasi-linear
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DiscreteGaussianSampler(sk,,c) - v

FFO sampler [DP16]

Quasi-linear

.
7 7>Q[X]/(X"+1)
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[ v |

2n Discrete Gaussian Falcon’s tree: complex
Samplers on Z Trapdoor sk
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Hybrid sampler
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Sampler/Signature’s size
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Sampler/Signature’s size

Falcon Mitaka

/)
&

&
&
SFalcon
- VFalcon a

Isigpll < [Iskllkieim= 1.17/q 2.04+/q = |Iskllnypria < lIsigmll

N

Quality 13



Quality @ and Trapdoor Generation

The security of the scheme depends on the quality a of the trapdoor
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> Observation: a only dependson f, g.
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Quality @ and Trapdoor Generation

The security of the scheme depends on the quality a of the trapdoor

-t %)

Goal: minimize «a. . 4B
>  Observation: a only dependson f, g.

>  Previous method: Sample f, g from a small Dzng o

With a reasonable number of repetitions
we can find f, g with ||sk]|| < a(0)+/9. . 5

»  Our method:

with [|-]| defined by the sampler.

ANTRAG: Annular Trapdoor Generation for Mitaka

Apitaka = 1.15
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ANTRAG: Annular NTRU Trapdoor Generation (1)
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ANTRAG: Annular NTRU Trapdoor Generation (2)
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Quality/repetition in ANTRAG
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Performance comparison with Mitaka and Falcon

Antrag+Hybrid
n 512 1024
a 1.15 1.23*
Keygen repetitions 3 |
Classical security (bits) | 124 264
Sign speed (us) 8 15
Signature size (bytes) | 646 1260
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Performance comparison with Mitaka and Falcon

Mitaka
Antrag+Hybrid (Dzn o+Hybrid)

n 512 1024 512 1024

a 1.15 1.23* 2.04 2.33
Keygen repetitions 3 4 - -
Classical security (bits) | 124 264 102 233
Sign speed (us) 8 15 8 16
Signature size (bytes) | 646 1260 713 1405

- No precise number is given but Mitaka is estimated to have many repetitions.
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Performance comparison with Mitaka and Falcon

Mitaka Falcon
Antrag+Hybrid (Dzn o+Hybrid) (Dyn o+FFO)
n 512 1024 512 1024 512 1024
a 1.15 1.23* 2.04 2.33 1.17 1.17
Keygen repetitions 3 4 - - 8 8
Classical security (bits) | 124 264 102 233 123 284
Sign speed (us) 8 15 8 16 18 36
Signature size (bytes) | 646 1260 713 1405 666 1280

*We do not need too small a to obtain the level NIST V of security.
- No precise number is given but Mitaka is estimated to have many repetitions.

19



3-smooth dimensions
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Perspectives

* Antrag is integrated in the signature Solmae submitted at KPQC
(Solmae = Antrag + Hybrid Sampler) (ongoing)

* More optimizations in Antrag’s design (ongoing)
» Annulus -> Circle sampling?
» Integrating new rejection sampling technique
» Full-fledged implementation?

21



Thank you!
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